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• Tests across different sample sizes of randomly 
sampled fingerprintable extensions. 
− Sample Size (N)= 2, 3, 4, … 10. 
− True-positive rate average over five distinct runs.

Raider could still accurately fingerprint extensions with our newly discovered vectors 
(Accuracy: 98%)
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Developers’ Take
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We notified ~2K extension developers about the problem.

• Proof-of-concept testbed* for verification.

• 16 of them positively acknowledged the problem.

• They indicated the behavior (e.g., script injection) to be required 
for their extensions.
− At the moment, no mitigation strategies exist at browser level.

• 4 of them mentioned – “…it should be the platform’s responsibility 
to take care of such issues!”.
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Raider: Honey Pages

17

• Two distinct pages used for analysis 
− To collect execution traces from global namespace. 
− To collect data by polling storage APIs. 

• Different test page features used during analysis. 
− Basic test page with minimal HTML structure. 
− Enhanced test page with broad range of HTML 

elements, also used by Carnus. 
− Also includes JavaScript for: 

− Mouse events (click, double click, etc.) 
− Keyboard events (hot keys, custom commands, 

etc.) 
− To model user-induced interaction/events.
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Raider: API Hooks
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• Overwrote many Global JavaScript 
APIs and properties to inject 
logger. 
− 571 Global JS APIs (e.g., 
Array.prototype.from). 

− 52 Global properties (e.g. 
document.domain)
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Raider: Other Data Collection Techniques

19 Shubham Agarwal | Double-Edged Crime: How Browser Extensions Fingerprinting Might Endanger Users and Developers Alike | GOD’24



Evaluation I - Chrome Extensions
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• Analyzed ~38K extensions. 

• 2,757 are fingerprintable. 

• Extensions often inject scripts into the global namespace. 

• localStorage for data storage – leads to observable existence.
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Evaluation II – Multiple Extension Environment
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• Multiple extensions with conflicting/similar 
operations might impair fingerprinting capabilities. 

• Tested across different sample sizes of fingerprintable 
extensions. 
− Sample Size (N)= 2, 3, 4, … 10. 
− True-positive rate average over five distinct runs. 

• Raider could still consistently fingerprint extensions 
with our newly discovered vectors (98%).
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Evaluation III - Firefox Extensions
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572 Firefox Extensions are also fingerprintable.

Firefox DatasetRaider Dataset
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Evaluation IV – Comparison with CARNUS
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 Raider could fingerprint 484 extensions from CARNUS dataset not reported before. 

Raider Dataset CARNUS Dataset
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Prior Studies on Extension Fingerprinting
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• WAR-based Fingerprinting – through the static URL of included resources. 
− Dynamic Runtime Identifiers (use_dynamic_uri). 

• DOM-based Fingerprinting – through transient or persistent DOM 
modification, internal or external communication channels. 
− Parallel DOM. 

• Style-based Fingerprinting – style-based modifications. 
− ShadowDOM. 

• User-induced side-effects – interaction-dependent behavior. 
− Code-level source validation for events (event.isTrusted).
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