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SSRF: Attacks, Defense and Status Quo

• PhD Student @ IAS / TU Braunschweig

• Privacy @ Datenanfragen.de e.V.

• CTF @ CyberTaskForce Zero
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Allowlist Case

• Complete list of trusted hosts
• Use one good URL parser
• Compare host of URL against list
• Not applicable for many use cases

• E.g. URL previews, webhooks, etc.

•→ Deny listing
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Time-of-Check to Time-of-Use



DNS Pinning!

URL IP
DNS

SSR with pinned IP



Status Quo of Defenses in the Wild

76 % of websites use PHP

30k repositories with PHP



Frameworks
Framework SSRF-Defense available?

WordPress Yes, broken

Laravel No

Symfony Yes

CakePHP No

FuelPHP No

Windwalker No

Zend No

Laminas No

CodeIgnite No

PHPixie No



HTTP-Clients
HTTP-Client Defense available?

PHP std lib No

PHP curl extension No

Guzzle No

PECL HTTP No

ReactPHP Sockets No

WordPress Requests No

Buzz No

Httpful No

SafeCurl, SafeURL Yes

HTTPLug As Plugin
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4
(30k repositories with PHP)
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Conclusion

We, as a security community, are aware of the risks and solutions.



Conclusion

We, as a security community, are aware of the risks and solutions.

But devs get it wrong.
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Practical Take-Aways 

• Compile a solid [allow|deny] list

• Case A: Allow list→ Pretty secure

• Case B: Deny list → Use DNS pinning!

• What we did not talk about:
• Configure your clients! (HTTPS only, no redirects, ...)

• Non-application level
• Network segmentation, etc.

• …
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